
Internet penetratIon Is growing exponentially in africa and around the globe. 

according to the International telecommunication Union, by the end of 2014, ‘there 

will be almost 3 billion Internet users, two-thirds of them coming from the developing 

world’.1 In africa, almost 20% of the population will have Internet access by the end of 

2014, up from 10% in 2010.2   

Much of this growth has been fuelled by a dramatic increase in the use of mobile 

technology, particularly in africa. a recent study by technology company ericsson 

found that Internet use on mobile phones in sub-saharan africa was expected to 

increase 20-fold between the end of 2013 and the end of 2019. this is double the rate 

of growth in the rest of the world.3 ericsson determined that by the end of 2014, there 
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african governments, the private sector and individuals increasingly rely 

on the Internet to conduct sensitive transactions and store important data. 

Most african states are lagging behind in strengthening cybersecurity and 

fighting cybercrime; cybercriminals have recognised this vulnerability and 

are targeting the continent. after a lengthy process, the african Union (aU) 

recently responded to the surge in cybercrime by adopting the Convention 

on Cyber security and personal Data protection. stakeholders have raised 

several concerns about the convention, including that it is too broad in 

scope. african states should focus on the convention’s cybersecurity and 

cybercrime provisions first, as it is unrealistic to expect states to implement 

the entire convention in a timely manner. additionally, african states 

must embrace capacity-building efforts and join international cybercrime 

agreements that reach beyond the african continent. these steps will have 

the most immediate effect in curbing the growth of cybercrime in africa 

and worldwide.
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1african states should ratify the  
aU Convention on Cyber security 

and personal Data protection.

2 african states should prioritise 
the implementation of the cyber-

crime aspects of the convention by 
enacting comprehensive and 
harmonised cybercrime laws and 
enhancing formal and informal 
international cooperation. 

3 the aU should support   
 capacity-building so that african 

states can adopt cybercrime 
provisions and bolster cybersecurity.

4 the aU should provide robust   
 oversight of the implementation 

of the convention.

5 african states should not   
 wait for the convention process 

to address deficiencies in 
cybersecurity and gaps in their 
capacity to fight cybercrime.

6 african states pursuing   
 ratification of the aU convention 

should also take steps to ratify the 
Council of europe’s Budapest 
convention, as cybercrime is a  
global problem that cannot be 
addressed on the continent alone.
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would be over 635 million mobile subscriptions in sub-saharan africa, and by 

the end of 2019 the number of subscriptions in the region was expected to reach 

about 930 million.4

While increased Internet connectivity is revolutionising daily interactions between 

individuals, businesses and governments, it has also provided an opening 

that criminals can exploit. according to a June 2014 study by information and 

communications technology (ICt) security company Mcafee and the Center for 

strategic and International studies, the ‘annual cost to the global economy from 

cybercrime is more than [Us]$445 billion’.5 Because the Internet is ‘globally connected, 

borderless, anonymous, fast, low-risk, easily accessible and has high volumes of rich 

data including financial data, personal information, military information and business 

information’, organised criminal entities are increasingly attracted to cybercrime.6 

organised cybercrime groups now have technical capacity rivalling that of nation 

states. they can build ‘complex systems aimed at stealing money and intellectual 

property on a grand scale, costing almost the same to the global economy as 

counterfeiting or the narcotics trade’.7 

African states that fail to adequately address the 
evolving cybercrime problem will jeopardise their 
economic growth and national security

a report by trendMicro, an ICt security company, concluded that africa was becoming 

a cybercrime safe harbour because of increased Internet availability at lower costs, a 

rapidly growing Internet user base and a dearth of cybercrime laws on the continent.8 

Cybercriminals in africa are not only using techniques such as the 419 scam or 

advance fee fraud that originated in nigeria, but are also deploying more advanced 

and ‘lucrative forms of cybercrime that involve the use of botnets, remote access 

trojans, and banking/finance-related malware’.9 african states that fail to adequately 

address the evolving cybercrime problem will jeopardise their economic growth and 

national security.

an effective multilayered approach to combating cybercrime requires the proactive 

participation of and cooperation between individuals, the private sector and 

governments. essential elements of this approach are governments’ enacting robust 

laws to criminalise cybercrime, harmonising their cybercrime laws, developing the 

capacity to enforce cybercrime laws and enhancing timely international cooperation on 

cybercrime investigations.  

Unlike physical crimes, the perpetrators and victims of cybercrime are often in different 

parts of the world. according to troels oerting, head of europol’s Cybercrime Centre, 

the ‘biggest issue facing cybercrime fighters is the fact that cybercrime is borderless’. 

He noted that because ‘criminals … commit their crimes from a distance’, europol 

‘cannot use the normal tools to catch them’.10 the transnational nature of most 

cybercrime adds complexities of ‘sovereignty, jurisdiction, extraterritorial evidence and 

international cooperation’.11 the additional challenges faced in ensuring international 

cooperation on fighting cybercrime include ‘extradition, mutual legal assistance, mutual 

recognition of foreign judgments, and informal police-to-police cooperation’.12  

through the recent adoption of the aU Convention on Cyber security and personal 

Data protection, the aU took a positive step in addressing some of these problems. 

tHe afrICan UnIon aDopts 
tHe aU ConventIon on 

CyBer seCUrIty anD 
personal Data proteCtIon

27 JUNE 2014
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However, the aU faces significant hurdles in convincing all 

african states to ratify the convention and implement its 

provisions. furthermore, some of the convention’s cybercrime 

provisions remain controversial and it fails to tackle the fact that 

fighting cybercrime requires international cooperation reaching 

beyond africa’s geographical borders. 

The AU convention’s circuitous 
procedural history 

the aU adopted the convention on 27 June 2014, at the 

23rd ordinary session of the summit of the aU in Malabo, 

equatorial Guinea. this was the culmination of a process that 

started with the oliver tambo Declaration at the extraordinary 

session of the aU Ministers in charge of ICt in november 

2009 in Johannesburg. this declaration asked that the aU 

Commission ‘jointly develop with the United nations economic 

Commission for africa … a convention on cyber legislation 

based on the Continent’s needs and which adheres to the legal 

and regulatory requirements on electronic transactions, cyber 

security, and personal data protection’.13 It also recommended 

‘that aU Member states adopt this convention by 2012’.14 

after consultations and regional workshops that engaged 

african stakeholders and international experts, the aU 

Commission released a draft convention that was endorsed 

by the aU Conference of Ministers in charge of ICt in 

Khartoum in september 2012.15 the convention was slated 

for consideration at the aU summit in January 2014, but the 

aU abruptly removed it from the agenda over concerns raised 

by the private sector, civil society organisations and privacy 

advocates,16 including the Kenya ICt action network, the 

Kenyan and Ugandan chapters of the Internet society, the 

I-network in Uganda and the Collaboration on International ICt 

policy in east and southern africa.17 Curiously, the convention 

was tucked away in a 194-page legal instrument that was finally 

adopted in June 2014 with little fanfare or discussion.

Cybercrime provisions in the 
AU convention

the convention attempts to address a wide range of online 

activities, including electronic commerce, data protection, 

cybersecurity and cybercrime. regarding cybercrime, it requires 

african states to adopt laws that criminalise:

•	 Attacks	on	computer	systems	(e.g.	fraudulently	accessing	

 a computer system)

•	 Computerised	data	breaches	(e.g.	fraudulently	

 intercepting data) 

•	 Content-related	offences	(e.g.	disseminating	

 child pornography) 

•	Offences	relating	to	electronic	message	security	measures		

furthermore, the convention emphasises the importance of 

enhancing international cooperation to fight cybercrime. article 

28 requires states to harmonise cybercrime legislation and 

regulations to ‘respect the principle of double criminal liability’.18 

In order to facilitate information-sharing across borders and 

enhance collaboration on a bilateral and multilateral basis, the 

convention calls on states without cybercrime mutual legal 

assistance agreements to try to rectify this deficit.19  

the convention recognises that building capacity to fight 

cybercrime is essential, requiring african states to ‘establish 

appropriate institutions to combat cybercrime’ and to offer 

training to those stakeholders tasked with fighting cybercrime.20    

additionally, it requires that african states enact cybercrime 

offences that ‘are punishable by effective, proportionate and 

dissuasive criminal penalties’.21 the convention thus rightly 

emphasises the need to create sufficient deterrents to reverse 

the status quo of criminals turning to cybercrime because it is 

low risk.  

article 32 designates the aU Commission Chairperson as 

responsible for overseeing the establishment and monitoring of 

the convention. among other responsibilities, the Chairperson is 

required to: 

•	 Encourage	African	states	to	adopt	and	implement	the	

convention’s measures 

•	 Advise	African	states	on	how	to	promote	cybersecurity	and	

combat the scourge of cybercrime at a national level

•	 Analyse	the	nature	and	magnitude	of	cybercrime,	

 including gathering information about cybercrime activity in 

africa and transmitting such information to the competent 

national authorities

•	 Establish	partnerships	with	African	civil	society	and	

governmental, intergovernmental and non-governmental 

organisations in order to facilitate dialogue on 

 combating cybercrime

•	 Submit	regular	reports	on	the	progress	made	by	each	African	

state in the implementation of the convention’s provisions22   

fifteen countries must ratify the convention before it enters into 

force. to date, no countries have done so and the aU faces 

substantial challenges in convincing states to support the 

convention and implement its provisions. 
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Concerns over and challenges with the AU approach 

the convention deserves praise for prioritising the need for african states to address 

the problem of cybercrime and tackle deficiencies in their cybersecurity. However, it 

is unclear whether the concerns that had delayed the convention’s consideration in 

January 2014 have been adequately addressed.  

for example, one Kenyan advocacy group criticised the content-related offences 

section as imposing ‘dangerously broad limitations on free speech’.23 the draft 

language that led to those concerns appears to remain substantially unchanged in the 

final version. In particular, free speech critics of the aU’s approach cite the provision 

that requires the criminalisation of the computerised creation and dissemination of 

‘writings, messages, photographs, drawings or any other presentation of ideas or 

theories of racist or xenophobic nature’.24 additionally, free speech critics object to the 

required criminalisation of using a computer system to ‘insult … persons for the reason 

that they belong to a group distinguished by race, colour, descent, national or ethnic 

origin, or religion or political opinion’.25 finally, they question the required criminalisation 

of using a computer system to ‘deliberately deny, approve or justify acts constituting 

genocide or crimes against humanity’.26   

there are further concerns that the scope of the convention is overly ambitious and 

too cumbersome, as it deals with many areas of electronic activity beyond cybercrime. 

the few african states that have enacted cybercrime laws, including Cameroon, 

Kenya, Mauritius, south africa and Zambia, will have to engage in an arduous process 

to reconcile differences between their laws and the convention’s requirements.27 the 

vast majority of african states without cybercrime laws will have to draft cybercrime 

legislation from scratch. this process will be difficult given the lack of awareness about 

cybercrime in africa, the inherent complexities of the problem and deficiencies in 

capacity across the continent.

The vast majority of African states without 
cybercrime laws will have to draft cybercrime 
legislation from scratch

tHere are DefICIenCIes In 
tHe traInInG of polICe, 

proseCUtors anD JUDGes 
as Well as In DevelopInG 

InvestIGatIve MetHoDs 
for CoMpUter-relateD 
CrIMes anD eleCtronIC 

CrIMInal evIDenCe

Capacity shortfalls are a particularly challenging hurdle to the timely implementation 

of the convention’s cybercrime provisions. Many african states lack the technical 

expertise to draft and enforce such laws. furthermore, there are deficiencies in the 

training of police, prosecutors and judges as well as in developing investigative 

methods for computer-related crimes and electronic criminal evidence. according to 

a cybercrime study by the United nations office on Drugs and Crime (UnoDC), every 

country in africa that responded to its questionnaire indicated a need for technical 

assistance.28 respondents sought assistance in international cooperation and 

prosecution, computer forensics and evidence, general cybercrime investigations and 

trial support.29 

the aU has recognised these challenges and tasked the new partnership for africa’s 

Development (nepaD) with developing and implementing a capacity-building project 

that closes the following capacity gaps: 

•	 Shortage	of	expertise	and	resources	to	help	African	states	ratify	and	transpose	the	

convention and monitor progress
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•	 Lack	of	cybercrime	and	cybersecurity	legal	and	regulatory	

environments in african states

•	 Shortage	of	a	high-quality	cybersecurity	workforce	and	of	

public and private leadership 

•	 Deficiencies	in	educational	and	training	platforms	required	to	

develop and support a future cybersecurity workforce

•	 Limited	availability	and	use	of	technology,	processes,	

business models and standards to manage cyber risks to 

individuals, the private sector and governments30   

Unfortunately, nepaD may not have the necessary resources to 

fund this plan and, as a result, the burden of capacity building 

may fall on traditional development partners outside africa. 

for example, the United states recently hosted a sub-saharan 

african cybersecurity and cybercrime workshop in Botswana at 

which 15 southern african states were represented.31 among 

other issues, the programme focused on mobile device security, 

a key concern for the continent given the tremendous growth in 

mobile technologies in africa.       

Too many international 
cybercrime instruments?

the aU convention faces another challenge in that it joins 

a crowded field of bilateral and multilateral cybercrime 

conventions, draft frameworks and model laws. In africa, 

regional economic communities (reCs) have developed 

the following:

•	 East	African	Community	(EAC)	Draft	Legal	Framework	for	

Cyberlaws (2008)

•	 Economic	Community	of	West	African	States	(ECOWAS)	

 Draft Directive on fighting Cybercrime (2009)

•	 Common	Market	for	Eastern	and	Southern	Africa	(COMESA)	

Cyber security Draft Model Bill (2011) 

•	 Southern	African	Development	Community	(SADC)	Model	

law on Computer Crime and Cybercrime (2012)

the eaC draft legal framework, the CoMesa draft model bill 

and the saDC model law are non-binding instruments that are 

‘not intended to create legal obligations for states’.32 Instead, 

these instruments ‘are designed to serve as inspiration or 

models for [the] development of national legislative provisions’.33 

In contrast, the aU convention and the eCoWas directive 

are binding measures that create legal obligations on member 

states. regardless of their form, instruments developed by 

reCs have had difficulty gaining support in their respective 

regions. Whether the aU convention will have more success 

across the continent is yet to be determined.    

In addition to the competing cybercrime instruments in africa, 

there is an array of other international instruments initiated 

outside the continent. the Council of europe’s Convention 

on Cybercrime (the Budapest convention), which opened for 

signature on 23 november 2001 and entered into force on 

1 July 2004, is the most broadly supported. to date, 44 states 

have ratified the Budapest convention, but Mauritius is the 

only african state to have taken that step. south africa signed 

the Budapest convention in november 2001 but has yet to 

ratify, and Morocco34 and senegal are in the process of joining. 

Besides specifying cyber acts that should be criminalised, 

the Budapest convention requires that states harmonise their 

cybercrime laws, develop the capacity to investigate online 

crimes and establish mechanisms to facilitate formal and 

informal international cooperation.         

It is not surprising that the AU 
convention’s language has generated 
similar free speech concerns

the Council of europe has also adopted the additional 

protocol to the Convention on Cybercrime, concerning the 

criminalisation of acts of a racist and xenophobic nature 

committed through computer systems. this additional protocol, 

which was opened for signature on 28 January 2003 and 

entered into force on 1 March 2006, was separated from the 

core provisions of the Budapest convention in response to 

free speech concerns raised by several states. thus far only 

22 countries have ratified the additional protocol. While no 

african states have ratified it, south africa became a signatory 

as of april 2008. since the cybercrime provisions of the aU 

convention contain similar language as the additional protocol, 

it is not surprising that the aU convention’s language has 

generated similar free speech concerns.  

In a competing instrument adopted in 2009, China, russia, 

Kazakhstan, Kyrgyzstan, tajikistan and Uzbekistan endorsed 

the shanghai Cooperation organization agreement on 

Cooperation in the field of International Information security. 

rather than specifying cyber acts that should be criminalised 

or identifying ways to enhance international cooperation, 

this agreement is a broad policy document that focuses on 

‘information security’.35  parties to this agreement seek to 

reframe the cybercrime debate by emphasising the need to 

enact controls to block online content that could destabilise a 

state’s political, economic and social systems.   

russia and China also backed an unsuccessful effort in 2010 

to create a new United nations treaty on cybercrime that 
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focused on information security. they are currently negotiating a bilateral agreement on 

cybersecurity that is expected to be finalised in early 2015.    

a problem with regional or bilateral cybercrime instruments is that they create a 

cooperation cluster that is unable to address the global nature of cybercrime.36 

Under the current system, states that are not parties to the same agreement are 

restricted to traditional modes of international cooperation that fail to provide the 

mechanisms to handle the real-time information-sharing and data-preservation 

aspects of electronic evidence.37    

Conclusion 

Despite the substantial hurdles and shortcomings of the international treaty approach, 

states that coalesce around a common instrument will have a stronger position 

in the global fight against cybercrime. so long as there remains a weak link in the 

cybersecurity chain, cybercriminals will seek to exploit it. Unless and until there is broad 

global agreement on criminalising cybercrime and robust international cooperation to 

enforce those laws, cybercriminals operating in cybercrime safe havens will continue to 

target individuals, businesses and governments with impunity.  

If africa becomes known as a cybercrime safe harbour, this could have devastating 

consequences for the continent’s potential growth. furthermore, if an african state 

becomes known as a hospitable environment for cybercriminals, it will not only 

damage that country but will also have a negatively impact on the reputation of the 

continent as a whole. the aU’s convention is a positive step toward prodding african 

states into taking proactive domestic measures to help curb the scourge of 

cybercrime. the Budapest convention remains the best available instrument to unite 

the international community under a common framework to fight cybercrime, but 

african states should not wait for the international cybercrime treaty process to unfold, 

as ratification is not a panacea to the cybercrime problem. they should instead focus 

on shoring up their cybersecurity and enhancing their capacity to fight cybercrime 

without delay.  
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